
Together we Thrive

Panic purchases and
urgent transaction
opportunities

To mitigate risk and operate securely

To achieve it you must

Remote transaction
vulnerabilities

Low availability of
operation approvers

Stress caused by
operating under
critical conditions

Login control inventory 
complete and updated

Hold personal location 
information of these 

employees

Establish the list of 
authorized financial 

management personnel 

Perform system updates, 
specially anti-viral 

programs

Request contingency 
plans and security proto-

cols from your bank

Migrate to biometric or 
token access 

1
2

3

4

5

6

Don’t perform any emergency 
transactions. 

Apply verification protocols and at least 
24 hour execution. 

Establish verification protocols through 
dual control authorization calls. 

Update user inventory and logins to your 
bank digital platforms. 

Avoid payment through paper or cheque.

Separate the company’s network login 
from your employees personal network.

Forbid the use of external devices (USB, 
CD, etc,) and encrypt information.

Perform daily communication protocols 
with your treasury to detect any 
inconvenience.

Make sure you are connected with your 
personal advisor at your bank to verify 
any transaction. 

In this stage of remote work and use of continuity ope-
ration plans caused by COVID-19, cyberattack risks in-
crease because hackers benefit from:


